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Kommyrtanus u mapumipyruzanus Eltex (HauyaabHbIN
ypOBeHb) V.1

JautenbHOCTh Kypea: 40 akageMuueckux 4acoB (5 nHel)

HeneBas aynuropus:

BrinmyckHuKH PO MIIBHBIX BY30B U CCY30B, HAUMHAIOIINX padoTy ¢ obopyaoBanuem Eltex;
I/IH)KCHepBI HECETEBBLIX CHCHH&HLHOCTeﬁ, JKEJIarmue oBJIaA€Th OCHOBAMU CETEBBIX TCXHOHOFHﬁ;
CoTpyIHUKH OT/AEIOB MPOAAXK U MPEANPOJAKHOTO 00CITYy)KUBaHUSI CHCTEMHBIX HHTETPATOPOB;
CeTeBble HWHXXCHCPLI, 3aMHTCPCCOBAHHBIC B AKTyaJIM3allUU U CUCTCMATU3 AU HAYAJIbHBIX 3HAHUHU B
00J1aCTH CETEBBIX TEXHOJIOTUH;

Bynymue u aeiicTByomme ceTeBble HHKEHEPHI, TOTOBAIIMECS K CEPTH(PUKALIMOHHOMY 3K3aMEHY
ECNT R&S.

TpeOoBaHus K yYACTHUKAM:

Bnagenne KOMIIBIOTEPOM Ha YPOBHE YBEPEHHOTI'O II0JIb30BATEIS;
3HaHue onepalnoHHbIX cucteM Windows u Linux nmpuBETCTBYETCS, HO HE SIBIISIETCS 003aTENIbHBIM.

Pe3yabTaTnl 00yyeHus:

YMmerh:

— paccUMTHIBATh a/IpECHOE MPOCTPAHCTBO JIOKAIBHBIX CETEH;

— aHAJIM3HPOBATH CETEBOM TpaduK;
— MPOU3BOANTH MPABUIIBHOEC OKOHEYHBAHUE KaOeIsl «BUTAS Mapay,

— AIAMUHUCTPUPOBATH KOMIIBIOTCPHYIO CE€Th HA HAYaJIbHOM YPOBHC.

3HaTh:

— OCHOBHI ceTeBbIX TexHonorui: moaenu OSI, TCP/IP;
— OCHOBBI pa0oThI poTokoia [Pv4;
— npuHIUIBL paboTs! mpoTokoaoB DNS, DHCP u HTTP;

— MpaBujIa aJ[pecallii B KOMIIBIOTEPHBIX CETAX;

— KOHICIINIO MOCTPOCHUA KOMIIbIOTCPHBIX CeTefI;

— OPUHOMUIIBI IEpEaAavYu JaHHBIX B KOMHLIOTCpHOfI CCTH.

Baagern:

— HaBBIKAMH HACTPOMKU CETEBOT0 00OPYI0BaHMSI Ha HAYAJIbHOM YPOBHE;
— HaBBIKAMH JTUATHOCTHKHU CETEBOr0 000PYAOBAaHUS U MPOCTHIX CeTel Nepeaaun JaHHbIX.
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«KommyTtamwmst u mapuipytusarnus Eltex (HauanbHbINA YPOBEHB) V.1»

HaunmMmenoBanue Onucanune

Bpemsi

Tema: 1. OcHOBBI KOMIIBIOTEPHBIX CeTe.

4 yaca

Onucanue: 1.1. OcHOBHBIE AIEMEHTBl KOMIIBIOTEPHBIX CETEM.
1.2. Tunsl ceTeid.

1.2.1. JIokanbHbIE CETH.

1.2.2. 'nmoGanbHbIE CETH.
1.3. YcrpoiicTtBo ceTu.

1.3.1. OxoHeuHbIE YCTPOICTBA.

1.3.2. CeTeBble yCTpOMCTBA.

1.3.3. Cpena nepeauu JaHHBIX.

1.3.4. [IporpamMmmHOe oOecTicUeHHE.

1.3.5. IIpoTokoJbI.
1.4. CtangapThl M OpraHu3aluy MO CTaHAAPTU3ALMH.
1.5. B3aumoneiictBue yctpoiicTB B cetu. Monens OSI.
1.6. Ctex npotokosioB TCP/IP.
1.7. BzaumonelictBrue npoTokosoB. MHKancymsus u
MyJIbTHIUIEKCHpOBaHUE. bioku manabix nmpotokonos (PDU).

2 yaca

JladopaTopHas: |1.1. OkoHeunBaHUE BUTOMU MaphI.
1.2. Pabora ¢ Wireshark.

2 yaca

HaumenoBanue Onucanue

Bpems

Tema: 2. ®u3nyecKknii 1 KaHAJbHBIA YPOBEHb.

6 YacoB

Onucanme: 2.1. Cpenpl nepenaun TaHHBIX.
2.1.1. KoakcuanbHbIH KaOelb.
2.1.2. Butas mapa.
2.1.3. OnTOBOJIOKOHHBIH Ka0elb.
2.2. Ctpykrypa kaapa L2.
2.2.1. Ilporokon kaHaiabHOTO YpoBHs. Ethernet.
2.3. Ilogyposnu kanansHOro ypoBast MAC u LLC.
2.3.1. Koanmu3uoHHBIH TOMEH.
2.4. CucTtembl CUUCTICHHUSL.
2.4.1. JIBon4Has cUCTEMa CUHCIICHUS.
2.4.2. lllecTHaguatepuyHasi CUCTEMA CUUCIICHUS.
2.5. Anpecanus kaHanbHOro yposHs. Bunet MAC-agpecos.
2.5.1. Onnoanpecusii MAC-anpec.
2.5.2. I'pynnosoit MAC-anpec.
2.5.3. lllupoxkosemarensubiii MAC-anpec.
2.6. KommyTaTopsl 1 KOMMYTalus.
2.6.1. Pabota koMMyTaTopa ¢ KaJpom.
2.7. IlepBonayanpHas HacTpoiika kommyTraTtopa MES.
2.7.1. TlogkiodeHne K KOMMYTaTopy.
2.7.2. 3nakomctBo ¢ CLI kommyTtaropa MES.
2.7.3. Hactpoiika umenu ycrpoiicta (hostname).

3 gyaca
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2.7.4. bBannepHbIie COOOIIECHUS.
2.7.5. CoxpaHeHnue KoH(puUrypauuu.
2.8. JlnarHocTrka Ha PU3NIECKOM YPOBHE.
2.8.1. JluarHocTuka MEIHOI0 Ka0eJs.
2.8.2. JlnarHoCTUKa ONTUYECKOTO TPAHCUBEPA.
2.8.3. Dnexrponutanue no nuHusM Ethernet (PoE).
2.9. lnarHoctrka Ha KaHaJdbHOM ypoBHEe. LLDP.

JlaGopatopuas: |2.1. [logkiroueHue Kk yaueOHOMY CTCHIY. 3 gaca
2.2. ba3oBble HACTPOMKH KOMMYTATOpa.
2.3. O6napyxenue coceneii (LLDP).
2.4. JlnarHoCcTHKA (PU3UUECKOTO YPOBHSI.

HaumenoBanmue Onucanue Bpems

Tema: 3. CeTeBoii ypoBeHb. 4 yaca

Onucanmne: 3.1. Anpeca IPv4. 2 yaca
3.1.1. 3aronoBok [P-maxkera.
3.1.2. ITone TTL (Time To Live).
3.1.3. ®opma 3anucu IP-anpeca.
3.2. Buasl pacchUiok.
3.3. Tune! [P-anpecos.
3.3.1. IPv4 agpeca cienuaibHOrO Ha3HAYEHUS.
3.3.2. IlepBoHauanpHas Ki1accoBas aapecanusl.
3.4. Macka nmoacetu [Pv4.
3.4.1. lnuna npedukca.
3.5. CereBoii azipec, apec y3ia U IUPOKOBEIIATENbHBIN aapec cetu [Pv4.
3.6. Paznienenue cetell Ha MOJICETH.
3.6.1. [IpnuunHbl pa3OueHUs CETH HA MOJCETH.
3.6.2. bazoBoe pazOueHue Ha MTOJICETH.
3.6.3. @opmyJibl pa3ziesieHHs Ha MOACETH.
3.6.4. ba3zoBoe pa3zzaenenue Ha 4 moJCeTH.
3.6.5. bazoBoe pazaenenue cetu ¢ mpedukcom /16 Ha 50 moacerei.
3.6.6. Macku nepemenHoi qiuHbl (VLSM).
3.7. Onepanus «Jloruueckoe M.
3.8. lnarnoctuka Ha ypoBHe L3. YTunutel ICMP.
3.8.1. TecTupoBaHue JIOKAIBHOTO y3JIa.
3.8.2. TectupoBaHue y1aJ€HHOIO y3Ia.
3.8.3. TectupoBaHue MyTH.

JlabopaTopuasi: |3.1. JleeHue ceTy Ha ONPEAEIEHHOE KOJINYECTBO CETEM. 2 yaca
3.2. Jlenenue cetn VLSM-criocobom.

HaumenoBanue Onucanue Bpems

Tema: 4. MapumpyTusanus. 6 yacos

Onucanue: 4.1. IIpotokon ARP. 4 yaca
4.1.1. ARP-3anpoc u ARP-otBer.
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4.1.2. Tabnumia ARP-cooTBeTCTBHIA.
4.1.3. GARP.

4.2. Tabnuiia MapIIpyTH3AIIH.

4.2.1. UcTOYHHUKH TaOIUIIBI MAPIIPY THU3ALHIH.
4.2.2. CtpoeHue MapuipyTa.

4.2.3. Metpuka (Cost).

4.2 4. Tlpennourenwne (Preference).

4.2.5. banancupoBKa Harpy3KH.

4.2.6. Anpec cneayroiero nepexoa.

4.3. ®yHKIMU MapLIpyTH3aTOpPA.

4.3.1. AnropuT™M IPUHATHS PEIICHUSA.
4.3.2. OnTUManbHbII MapHIpyT.

4.3.3. MexaHnu3Mbl NTEPEChUIKH MaKETOB.
4.3.4. Mapuipytu3anus nakera.

4.4. CtaTuuecKrue MapuIpyThl.

4.4.1. Cratu4eckuil MapuIpyT 110 YMOJIYaHUIO.
4.4.2. CymMMapHbIil CTATUYECKUNA MApPIIPYT.
4.4.3. IInaBaromuii CTaTU4ECKUNA MapIIPYT.
4.5. IlonkiroyeHne K CETEeBOMY YCTPOMCTBY.
4.5.1. ®aiinbl KOHPUTYpPALTIH.
4.5.2. Komangnas crpoka mapuipytuzaropa ESR.
4.5.3. CTpyKTypa KOMaH/I.
4.5.4. CnpaBKM KOMaHJIHOUW CTPOKH.

4.6. bazoBas HacTpoiika mapuipyTtusaTopa ESR.
4.6.1. [lepBoe BKIIFOUEHHE MAPILIPYTU3ATOPA.
4.6.2. HacTpoiika IMEHH yCTpOICTBA.

4.6.3. bannepHsbie COOOIICHUSI.

4.6.4. Hactpoiika [P-anpeca Ha untepdeiice.
4.6.5. Hactpolika 1aTbl 1 BpEMEHH.

4.6.6. Coxpanenue KoH(purypamuu.

JlabopaTopuas: (4.1. Hauansnuast kondurypamus ESR. 2 yaca
4.2. CraTnueckue MapipyThl. Y TWIHUTHI ping U traceroute.

HaunmenoBanue Onucanue Bpems

Tema: S. BupryajbHble JIOKAJbHbIE CETH. S yacos

Onucanue: 5.1. OcnoBet VLAN. 2 yaca

5.2. TerupoBaHHBIN 1 HETETHPOBAHHBIN TpapUK.
5.2.1. Unentudpukatop VLAN.
5.2.2. Tunier VLAN.
5.2.3. [IpeumymiectBa VLAN.
5.3. [lopThl 1ocTyna U MarucTpaibHbIE TOPTHI.
5.3.1. IlopTsl goctyma (access).
5.3.2. MaructpanbHbie TOpTHI (trunk).
5.4. UnTepdeiicsl koMmMyTaTOpa.
5.4.1. UnTepdoeiicol ypoBHs L2.
5.4.2. Untepdeiicel ypoBHs L3.
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5.5. Mapupytuzamus mexay VLAN.
5.5.1. I[Ipobnemsl MapmpyTuzamuu Mexay VLAN.
5.5.2. Meroa Router-on-a-Stick (ROAS).
5.5.3. Mapumipytusanus uyepe3 kommyratop L3.

JlaGoparopuas: |5.1. Hactpoiika cereit VLAN u MaructpanbHbIX KaHAJIOB. 3 gaca
5.2. Mapuipytuzanus mexay VLAN.

HaumenoBanue Onucanue Bpems
Tema: 6. TpancnopTHBIH YyPOBEHb. 4 yaca
Onucanue: 6.1. Anpecanys TpaHCIIOPTHOT'O YPOBHSI. 2 yaca

6.1.1. CokeThl M IPUHIKIT aJIpECaINH.
6.1.2. I'pymniel HOMEPOB IOPTOB.
6.2. CermenTanus Tpaduka npu rnepeaave.
6.2.1. MynbpTUIIIEKCHPOBAHHUE.
6.3. [Iporoxon TCP.
6.3.1. ®ynkuun nporokona TCP.
6.3.2. 3aronoBok TCP-cermenra.
6.3.3. YcranoBka TCP-coenunenus.
6.3.4. Hagexnocts TCP.
6.4. IIporokon UDP.
6.4.1. ®ynkuuu UDP.
6.4.2. OcHOBHBIE XapaKTepUCTUKU poTokoaa UDP.
6.4.3. UDP-nararpamMmmesl.
6.4.4. OCHOBHbIE THIIBI IPUIIOKEHUH, KOTOpBIE Ncnoab3yroT UDP.

JladopaTopHnasi: |6.1. 3axBar cereBoro Tpaduka npotokosioB TCP u UDP. 2 4aca
HaumenoBanmue Onucanue Bpems
Tema: 7. YpoBeHb PUJI0KEHH . 6 yacos
Onucanue: 7.1. OCHOBHBIE TPOTOKOJIBI YPOBHS MPUIIOKEHUH. 3 gaca

7.2. Cnyxx6a nomeHHbix umeH (DNS).
7.2.1. ®opmar coobmenunii DNS.
7.2.2. CTpyKTypa JOMEHHOTO UMEHH.
7.2.3. Uepapxus u npunuun pabotsr DNS.
7.2.4. [loBepennnle u HenoepeHHbsle DNS-cepsepa.
7.2.5. Komannel koHurypupoBanus 11 HacTpoiiku DNS.
7.2.6. Ilpumep Hactpoiiku DNS.
7.3. IIpOTOKOJIBI TUIIEPTEKCTA.
7.3.1. IIpotokonst HTTP u HTTPS.
7.3.2. B3aumopeiicTBu€e IPOTOKOJIOB YPOBHSI IPHIIOKEHUN C
NPUIOKEHUSIMU KOHEYHBIX MOJIb30BATENICH.
7.4. IIporokos quHamMuuecKkoi KoHpurypauuu cereBoro yzia (DHCPv4).
7.4.1. Ilonyuenue IP-angpeca ot cepsepa DHCP.
7.4.2. Kouduukt [P-anpecoB u MeTo1bl €T0 MpeaynpesKIeHHs.
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7.4.3. Ilponnienne apenasl [P-aapeca.
7.4.4. Ananus pa6otsl mpotokona DHCP ¢ nomormipio Wireshark.
7.4.5. Hactpoiika DHCP-knuenra.
7.4.6. Hactpoitka DHCP-cepsepa.
7.4.7. IIpoBepka DHCP.
7.5. InarnocTtrka Ha ypoBHsAx L4-L7.
7.5.1. IIpoBepka DNS.
7.5.2. Ommb6ku B HacTpoiike DHCP.

Jladoparopnasi: |7.1. Konpurypauus DNS u DHCP na mapmpytuzatope ESR. 3 4aca

HaumeHoBaHue Onucanue Bpems

Tema: 8. IIpeoOpa3oBaHue ceTeBbIX APECOB. 3 yaca

Onucanue: 8.1. IIpennocsiku k cozganuio NAT. 2 yaca
8.2. Tepmunonorus u npuHIUn padbotel NAT.
8.2.1. OxHo npeobpa3oBaHueE.
8.3. IlpeumymectBa u HegocTaTku NAT.
8.4. Tunel mpeoOpazoBanus NAT.
8.4.1. Source NAT (SNAT).
8.4.2. Destination NAT (DNAT).
8.4.3. Hactpoiika Source NAT.
8.4.4. Hacrpotiika Destination NAT.
8.4.5. Ilpoepka NAT.
8.4.6. Static NAT.

JladopaTopunas: |8.1. Kondpurypanus Source NAT. 1 gac

Hrorosasi popma KoHTpOIAA: 2 Yaca

B paMkax 1aHHOro Kypca NnpeocTaBisieTcsl OJJHA MOMbITKA IPOX0KICHHs (PUHAIBHOTO YK3aMeHa, KOTOpas
MOJKET OBITh MCIIOJIb30BaHA B JICHb 3aBEPILEHUS Kypca.

B ciiydae HeymauHoOTro 3aBEpIICHUS, MOKHO OOPATUTHCSA B KOMMEPUECKHUH OT/IEN Jisi TPUOOPETEHUS
IJIATHOM IONIOJIHUTENIBHOM MONBITKH.

[1maTHOM MOMBITKON MO>KHO BOCITOJIB30BaThCA B T€UEHHE 21 KaJeHIapHOTO JHS MOCIE 3aBEPIICHUS
o0ydeHusl.
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